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Information Security Update

It’s been a busy few years for 
“threat actors” 

AKA
The Hackers

Data breaches, phishing, 
malware, and ransomware 
incidents are on the rise

679 reported incidents in K-
12 nationwide since 2016

Increasingly, governmental 
agencies are being focused 

as they tend to be easier 
targets

Older systems, reduced 
funding and lack of on-staff 
expertise complicates the 

issue

In August 2019, 22 Texas 
towns and municipalities
were hit with ransomware 

attacks almost 
simultaneously
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Organizations Reporting Data Breaches in 2019

500px
Advent Health
Alaska Department of Health & Social Services 
(DHSS)
AMC Networks
Ascension
Atlanta Hawks
Baystate Health
BenefitMall
BioStar 2
BlackRock Inc.
Blur
Bodybuilding.com
CafePress
Canva
Catawba Valley Medical Center
Checkers
Choice Hotels
Citrix
City of Tallahassee
Clinical Pathology Laboratories (CPL)
Coffee Meets Bagel
Coinmama
Collection 1
Critical Care, Pulmonary & Sleep Associates (CCPSA)
Dealer Leader, LLC.
Top of Form

Desjardins
DiscountMugs.com
Docker Hub
Dominion National
Dow Jones
Dunkin’ Donuts
Earl Enterprises
EatStreet
EmCare
Emuparadise
Essentia Health
Evernote
Evite
EyeSouth Partners
Facebook
Family Locator
Federal Emergency Management Agency (FEMA)
Fieldwork Software
First American Financial Corp.
Flipboard
Fortnite
Foxit
Freedom Mobile
Georgia Tech
Graeters Ice Cream
Health Alliance Plan

Hostinger
Houzz
Huddle House
Hy-Vee
Inmediata Health Group
Instagram
LabCorp
Los Angeles County Department of Health Services
Los Angeles Personnel Department
Managed Health Services (MHS) of Indiana
Maryland Department of Labor
Microsoft Email Services
Milestone Family Medicine
MoviePass
MyPillow & Amerisleep
North Country Business Products
Oklahoma Department of Securities
Online Betting Sites
Opko Health
Oregon Department of Human Services
Oregon Department of Human Services (DHS)
OXO
Pacers Sports & Entertainment (PSE)
Pasquotank-Camden Emergency Medical Services
Poshmark
Presbyterian Healthcare Services

Prisma Health
Providence Health Plan
Quest Diagnostics
Rubrik
Rush University Medical Center
Rutland Regional Medical Center
Spectrum Health Lakeland
Sprint
State Farm
Steps to Recovery
StockX
Total Registration
Town of Salem Video Game
U.S. Customs and Border Protection
UConn Health
Uniqlo
Unknown
UW Medicine
Verifications.io
Verity Health Systems
WhatsApp
Wyzant
Zoll Medical
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2018-2019 Texas State Budget Appropriation for Cybersecurity

Agency Amount Purpose
Texas Ethics Commission $45,780 Disclosure database system
Texas Facilities Commission $187,900 Information security officer

Texas Education Agency $5,968,000 Implementation of the Texas Student Data System (TSDS) and ensuring student and teacher 
data privacy

Higher Education Coordinating Board $215,000 Security upgrades to the agency’s identity and access management services
Higher Education Coordinating Board $225,000 Cybersecurity improvements
Juvenile Justice Department $6,821,007 Infrastructure refresh
Juvenile Justice Department $715,606 Cybersecurity improvements
Department of Public Safety $2,240,000 Data loss prevention system
Department of Public Safety $2,200,000 Intrusion prevention system
Department of Public Safety $1,216,000 Security system vulnerability management system
General Land Office $40,000 Data loss prevention system
General Land Office $40,000 Vulnerability management
Department of Motor Vehicles $400,000 Management systems security provider
TxDOT $10,000,000 Cybersecurity initiatives
State Board of Dental Examiners $50,000 Information technology
State Board of Pharmacy $200,000 Acquisition of information technology
Total $30,564,293 

Source: Office of Texas Rep. Giovanni Capriglione
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Key Terms for Executive Stakeholders

Information 
Security 
Program

Information 
Security 

Framework

Governance

Awareness
Exploit, Trojan, 

Malware, 
Ransomware

Data Breach

Phishing 
&

Spear phishing

Cybercrime in which a target or targets are contacted by
email, telephone or text message by someone posing as a
legitimate institution to lure individuals into providing
sensitive data such as personally identifiable information
(PII), banking and credit card details, and passwords.

Incident that exposes confidential or protected
information. A data breach might involve the loss or theft
of your Social Security number, bank account or credit card
numbers, personal health information, passwords or email.
A data breach can be intentional or accidental.

Software, a chunk of data, or a sequence of commands
that takes advantage of a bug or vulnerability to cause
unintended or unanticipated behavior to occur on
computer software, hardware.

A security program is a documented set of your company's
information security policies, procedures, guidelines, and
standards. Your security program should provide a
roadmap for effective security management practices and
controls.

An information security framework is a series of
documented, agreed and understood policies, procedures,
and processes that define how information is managed in a
business, to lower risk and vulnerability, increase user
awareness, and provide value.

Information security governance is all of the tools,
personnel and business processes that ensure that security
is carried out to meet an organization's specific needs. It
requires organizational structure, roles and responsibilities,
performance measurement, defined tasks and oversight
mechanisms.

Information security awareness is an evolving part of
information security that focuses on raising consciousness
regarding potential risks of the rapidly evolving forms of
information and the rapidly evolving threats to that
information which target human behavior.

Information 
Security
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SB820 – Cybersecurity Mandate for LEAs

• SB820 is a “loosely” defined piece of cybersecurity 
legislation
• Introduced in April 2019, effective September 2019
• Minimal guidance provided by the state/TEA, though 

additional requirements may be set through interpretation

• Requires that LEAs
1. Adopt a cybersecurity framework*
2. Appoint a cybersecurity coordinator
3. Communicate information about cybersecurity incidents 

that constitute a breach in system security to TEA
4. Provide notice to parents/guardians if a breach involves 

student data
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Adopting a Cybersecurity Framework

Legislative Requirement

Each school district shall adopt a 
cybersecurity policy to:

1. Secure district cyberinfrastructure against 
cyber attacks and incidents; and;

2. Determine the cybersecurity risk and 
implement mitigation planning.

A district’s cybersecurity policy may not 
conflict with information security standards 
for IHEs adopted by the Department of 
Information Resources (DIR) under Chapters 
2054 and 2059, Government Code.

How to Address the 
Requirement

Identify and select a cybersecurity framework 
aligned with:

1. The Texas Administrative Code Section 
202 (TAC202)

2. Texas Cybersecurity Framework (TCF)*
3. National Institutes of Standards and 

Technology (NIST) Framework

*Region One recommends selecting and 
aligning district policy to the Texas 
Cybersecurity Framework as it is maintained 
by DIR and most, if not all, IHEs currently 
utilize TCF as their cybersecurity framework.

What’s Already Being Done

District technology and risk management 
staff invited to attend technical workshops to 
build internal capacity, gain familiarity with 
TCF, and work to implement TCF elements.

• Overview of all forty (40) TCF controls
• Customization of policy templates to fit 

LHE needs
• Guided self-assessment to document 

cybersecurity posture
• Remediation planning to address gaps
• Free use of Region One cybersecurity self-

assessment tool
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Appointing a Cybersecurity Coordinator

Legislative Requirement

“The superintendent of each school district 
shall designate a cybersecurity coordinator to 
serve as a liaison between the district and the 
agency in cybersecurity matters.”

How to Address the 
Requirement

Appoint an individual as cybersecurity 
coordinator that

• Has familiarity with IT processes
• Communicates effectively with internal 

and external stakeholders
• Has access to the Superintendent and 

district leadership
• Is not currently serving in multiple time-

consuming roles*

• The cybersecurity coordinator does NOT
have to be a separate position

• The cybersecurity coordinator does NOT
have to be a district employee

What’s Already Being Done

District technology and risk management 
staff invited to attend technical workshops to 
build internal capacity, gain familiarity with 
TCF, and work to implement TCF elements.

• Overview of all forty (40) TCF controls
• Customization of policy templates to fit 

LEA needs
• Guided self-assessment to document 

cybersecurity posture
• Remediation planning to address gaps
• Free use of Region One cybersecurity self-

assessment tool
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Communicate Cybersecurity Incidents and 
Breaches to TEA and/or Parents

Legislative Requirement

“The district’s cybersecurity coordinator shall 
report to the agency any cyber attack or 
other cybersecurity incident against the 
district cyberinfrastructure that constitutes a 
breach of system security as soon as 
practicable after the discovery of the attack 
or incident.”

“The district cybersecurity coordinator shall 
provide notice to a parent of or person 
standing in parental relation to a student 
enrolled in the district of an attack or incident 
for which a report is required under 
Subsection (e) involving the student’s 
information”.

How to Address the 
Requirement

Develop a communication plan as part of the 
district’s overall cybersecurity incident 
response plan

• Specify communication hierarchy and 
information release parameters

• Where possible, direct the coordinator to 
liaise with Public Relations when releasing 
information

• Ensure that information release is 
consistent district-wide; avoid multiple 
sources of information regarding incidents

What’s Already Being Done

District technology and risk management 
staff invited to attend technical workshops to 
build internal capacity, gain familiarity with 
TCF, and work to implement TCF elements.

• Customization of policy templates to fit 
LEA needs



© 2018

Frequently Asked Questions
When are districts expected to “meet” SB820 requirements?
There is no hard deadline for meeting the bill’s requirements, and currently no timeline for audits or 
submission of reports to TEA.
Do districts have to hire a cybersecurity coordinator?
No, the coordinator is an assigned role rather than a position. Districts may choose to assign this role to 
existing staff or hire staff specifically for the associate duties.
Can I hire an outside firm to provide cybersecurity services, including my cybersecurity coordinator role?
Yes, districts may outsource the cybersecurity coordinator role, and may engage external providers to assist 
with their cybersecurity needs.*
How will I know where my district stands in terms of cybersecurity readiness?
Districts attending the Region One cybersecurity workshops will guided through a self-assessment using 
materials similar to those used by IHEs and state agencies for assessing their programs. Region One has also 
developed software to automate the self-assessment and reporting process and made this software available 
to districts to assist with the process.
Does my district have to spend a lot of money to ensure our data and assets are secure?
Not necessarily.* Districts are encouraged to first conduct an internal environmental scan to determine their 
“security posture”, then determine where funds can be best applied to address high priority issues. Region One 
can assist districts in assessing their environments, provide guidance on tools/technology, and help evaluate 
3rd-party services to ensure best value.
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Key Points to Remember

Successful 
Information 

Security 
Program

Funding helps, 
though defining 
processes and 
policies is free.

An executive 
champion is 

critical during the 
implementation of 
process and policy

Shift the 
organizational 

mindset from “if”
to “when”.

Cybersecurity is 
an organizational
function, not an IT 

task.

Secure your 
people, not just 
your networks 

and data.

Assess yourself 
honestly and 

assess yourself 
often.
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Cybersecurity Resources for Executive Stakeholders

• The School Superintendents Association (AASA)
https://aasa.org/SchoolAdministratorArticle.aspx?id=8606

• Consortium of School Network (COSN)
https://cosn.org/cybersecurity

• Texas Association of School Boards (TASB)
https://www.tasb.org/services/legal-services/tasb-school-law-esource/business/documents/school-
cybersecurity-getting-started.pdf

• K12 Cybersecurity Resources Center by EdTech Trends
https://k12cybersecure.com/

• Region One ESC Information Security Office
Daniel Ramirez
956-984-6076
danramirez@esc1.net

https://aasa.org/SchoolAdministratorArticle.aspx?id=8606
https://cosn.org/cybersecurity
https://www.tasb.org/services/legal-services/tasb-school-law-esource/business/documents/school-cybersecurity-getting-started.pdf
https://k12cybersecure.com/
mailto:danramirez@esc1.net


© 2018

Part of the OmniSuite Family of Technology Services
by Region One ESC

Questions?


